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— Antoinette Thibeault

Dear Sir:

| am Mr. Johnson Colman, the only son of the late
Chief Paul Colman of Sierra Leone [...] My contact
source gave me the courage and confidence

to count on you. | am writing you in complete
confidence primarily to seek your assistance

in transferring our twenty million U.S. dollars
($20,000,000) in cash.

| wish to grant you 20 % of this money for your
efforts and assistance. Lastly, | urge you to keep
this transaction strictly confidential.

NOTE: Please provide your phone and fax
numbers so that we may communicate freely.

Many thanks, and may God bless you for
assisting us!

Johnson Colman

You probably receive emails like this

regularly. They are part of a widespread

email scam called advance-fee fraud

(also called 419 fraud or Nigerian scam).

The number “419” refers to the number
of the Nigerian Criminal Code dealing
with fraud.! The procedure is always the
same. The sender starts by mentioning
a very wealthy deceased relative and

a frozen bank account in a war-torn

or unstable country, then promises
compensation for financial assistance
before subsequently transferring the
money—but not as initially stated. It’s
easy to see there’s something fishy. But
what exactly? Do these con artists try
to get your bank account information
so they can drain it? Is it an identity
theft tactic? A fraud attempt? All of
the above!

Stealing confidential information and

using it to pose as someone else is fraud.

If you know about various scams, you
will be better able to avoid them.

1 http://en.wikipedia.org/wiki/419_fraud,
consulted on July 1, 2009
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Here are some of the most common ones:

—Emails requesting personal informa-
tion such as your contact details,
social insurance number, and bank info

—Fear-inducing messages that create
a sense of urgency with statements
like “reply immediately!” or “limited-
time offer”

—Promises of easy, fast money

—Spelling and grammatical errors Winning film: Le cyberarnaqueur
By Julie Leblanc, Marie-Eve Racicot,
and Antoine Gélinas-Beaulieu of Ecole

Edouard-Montpetit

—Basically, if the offer seems too good |
to be true, it probably is. Don’t be
fooled! Be informed.

View the winning video by clicking

What's your take on cyber scammers, ,
here (in French, MPG format, 69 MB).

advertising, credit, and responsible
consumption? As part of the Option
consommateurs project Ados Zoom
sur la consommation - volet jeunesse,

Test your Web knowledge and
behavior when it comes to security by

more than 520 Secondary V students clicking here.

shared their views with us through

short films. For more information on Web fraud,

visit http://www.desjardins.com/
en/a_propos/profil/securite_en_ligne/
eviter_victime_fraude/index.jsp.

This text reflects the views of the author alone.
Desjardins disassociates itself completely from the opinions expressed herein.
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— Charles Mattes

In summer | become a cyclist. One
thing about the sport that | find
especially fascinating is the break-
aways. A breakaway is tons of pressure,
tons of work and responsibility. You
start with an inoffensive attack that
becomes aggressive, until you're
completely separated from the pack.

In cycling, separated means
alone—and alone means everything.

At first you're alone, but you have stuff
to do. You have to manage your energy
reserves and count your pedal strokes.
But the more time passes, the more the
distance to the finish decreases, the
more your reserves are depleted, and
the more the chasers accelerate.

That’s when the heart comes into play.
Very few understand its role well. It’'s a
difficult, exhausting role, one that only
those with heart understand. It consists
of pushing, or rather pushing back your
own limits. If the heart plays its role

Chrome@dos is looking for reporters.
If you like to write, here’s a golden
opportunity to get published: become
a Chrome@dos reporter.

For the next newsletter, email us the
story of something that happened to
you this fall (maximum 250 words).
Your text could be published in our
next Webzine!

well, it makes you feel like giving it your
all, laying it all out. It motivates you.
Because when you’re alone, you need
motivation. It reminds you of the people
waiting for you at the finish. The people
who'd love to see you in the back of the
pack. The people you love — your mom,
your dad, your friends, the woman or
man in your life. The people you hate. It
reminds you of all those memories.

If you have a heart that plays its role
well, you will know how to use these
memories to find the moral strength to
leave your guts there, on the ground,
and finish what you started.

We look forward to hearing from youl!

Read our Chrome@dos reporters’ articles.

This text reflects the views of the author alone.
Desjardins disassociates itself completely from the
opinions expressed herein.
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If you are a Chrome@dos member, be
sure to check out these contests just
for you!

“1 MAX MY SAVINGS!” CONTEST

“WIN YOUR CHRISTMAS
GIFT LIST!” CONTEST

“MY BIRTHDAY!” CONTEST

And since we like to keep up the
surprises, look for exciting flash

contests you have to enter quickly and

only online. Come back and see us
often!

See the list of previous

contest winners!
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CONTACT
THE CHROME@DOS TEAM

If you have questions,
comments or suggestions
about the Chrome@dos
program:

e Call us toll-free at
1-866-CCHROME

e Write us

Next Chrome@dos Webzine
edition: January 2010
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